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Abstract

Algorithms increasingly influence decisions about employment, credit, healthcare, taxation, and
access to public services. But what does it mean for an algorithm to treat people fairly—and
how can we verify that it does? Unlike traditional correctness requirements, fairness cannot
usually be assessed by examining a single execution. We must compare how the algorithm
behaves for different individuals or under different circumstances.

This talk introduces hyperproperties, a framework for specifying requirements that relate
multiple executions of a system. Through examples from machine learning, autonomous
systems, and tax-preparation software, we will see how the same perspective can capture
fairness, privacy, and legal compliance. We will then explore how ideas from logic and formal
verification can help determine whether a system satisfies these requirements, and why doing
so is considerably more challenging than checking conventional safety properties. The talk will
conclude with recent approaches that use mathematical certificates to provide guarantees
about such relational behavior. No prior background in formal methods is required.
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Privacy, Fairness, and Legal Requirements
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Concerns beyond differential privacy: systemic leaks
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Timing can reveal information about internal behavior. The illustration motivates an observational model; it is not a general claim about every clinic.
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A side-channel analysis must state what the observer measures and which inputs are secret.



∀s1, s2 and ∀p we have that 𝒪(s1, p) = 𝒪(s2, p)

Inputs differing only in secret values produce equivalent observations.

Non-interference
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This equality states deterministic noninterference. Randomized systems need an appropriate distributional formulation.

[H] Clarkson & Schneider, Hyperproperties, JCS 2010
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ML modelsHistorical Data Data-driven hardware, software, or CPS
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ML models may reproduce training-data biases or introduce new disparities. Testing asks
whether behavior satisfies a stated fairness specification.

[D] Monjezi, Trivedi, Tan & Tizpaz-Niari, DICE, ICSE 2023
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How can we test these concerns against explicit specifications?



12

Historical COMPAS example (2016). Paired news examples motivate questions; they are not controlled tests with all other features fixed.

[P] Angwin et al., Machine Bias, ProPublica, May 23, 2016   ·   [D] Monjezi, Trivedi, Tan & Tizpaz-Niari, DICE, ICSE 2023
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Individual fairness as a relational specification

An attribute-invariance specification

For admissible pairs that differ only in designated protected attributes p, require O(p₁, n) = O(p₂, n). Here n
denotes the features held fixed.

What this tests

The model should not change its output under the particular input transformation specified by the test.

Assumptions matter

This is one formalization of individual fairness. Choosing admissible pairs and relevant qualifications requires
domain knowledge. It does not settle every meaning of fairness.
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[D] Monjezi, Trivedi, Tan & Tizpaz-Niari, DICE, ICSE 2023
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Historical motivation: the 2023 study estimates audit-rate disparities. This is distinct from a causal test on otherwise identical individuals.

[A] Elzayn et al., Tax audit disparities, SIEPR working paper 2023
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US Tax 101: Manual Filing
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[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023
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US Tax 101: Tax-Preparation Software
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Commercial tax-preparation tools and open-source implementations provide concrete targets
for software testing.

[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023
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How can software testing help detect errors in tax-preparation systems?

[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023
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Software correctness and legal requirements

Research motivation

Tax-preparation software translates rules into computations. Defects may produce incorrect eligibility decisions or
amounts.

Verification task

State the applicable rule, software version, tax year, and input assumptions before deciding that an observed
output is a defect.

Scope

The examples here concern software testing. They do not establish a general rule about taxpayer liability or
penalties.
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[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023
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How to detect bugs in a legal-critical system such as tax-preparation software? 

Absence of oracle

Lack of reliable datasets

Computationally infeasible
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[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023
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Legal specifications and metamorphic relations

Motivation from precedent

The analogy with similar legal cases motivates comparing related software inputs. A valid software relation still
needs an explicit rule and its conditions.

General form

If R(x, y) holds for two admissible inputs, require S(O(x), O(y)). R specifies the input relation and S specifies the
expected output relation.

Testing consequence

A violated relation supplies a candidate counterexample. Confirm the applicable rule and assumptions before
classifying it as a software defect.
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Tax-Preparation Software: A Legal-Critical System
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Hyperproperties relate multiple executions

Privacy

Noninterference: changing a secret while holding public inputs fixed preserves the observer-visible output.

Fairness

Attribute invariance: specified changes to protected features preserve the outcome for admissible input pairs.
Other fairness definitions use similarity or group statistics.

Legal requirements

Metamorphic testing: related inputs must produce outputs satisfying a specified relation. A hyperproperty is a set
of sets of execution traces.
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Safe and Secure CPS Fairness Specifications Legal Specifications
24



Safe and Secure CPS IEEE, TAC (2024).

Mahathi Anand 
IST, Uni Stuttgart

Vishnu Murali 
CU Boulder

Majid Zamani 
CU Boulder

A functional certificate based approach for hyperproperty verification
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[B] Anand, Murali, Trivedi & Zamani, IEEE TAC 2024
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Cyber-Physical Systems26
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Safety-Critical Cyber-Physical Systems
Large-scale, interconnected, heterogeneous components
Complex requirements

Powerful deduction and abstraction based approaches
Undecidability
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Security-Critical Cyber-Physical Systems
Novel attack surfaces

Rich history of security analysis 

    (Entropy, opacity, hyperproperties)

Information leakage in physical variable 

Undecidability
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Attack Model
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∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼)) 30

Trace variables range over valid initialized executions. The existential witness must start non-secret whenever the universal trace starts secret.
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Opacity requires a non-secret witness with the same observations; a successful mission alone does not establish opacity.
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The mission and the information-flow requirement are separate proof obligations.
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Problem: HyperLTL Verification

  Given a discrete-time dynamical system S and a hyperLTL  specification, decide whether 
the system satisfies the specification, i.e. 

φ
S ⊧ φ .

∀π( □ ◊ Pπ) ∧ ( □ ◊ Qπ)

∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))

Classic abstractions don’t preserve opacity

Undecidable

Opacity preserving abstractions

Deductive verification (functional certificates)

IEEE, TAC (2024). 33

The general infinite-state problem is undecidable. Ordinary abstractions need not preserve opacity.
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Verifying CPS using functional certificates

Barrier certificates (inductive state-invariants)

Lyapunov certificates (ranking functions)

Closure certificates (inductive transition invariants)
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Verifying Safety using Barrier Certificates 
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Discrete-Time Dynamical Systems
S = (X, X0, f )
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Discrete-Time Dynamical SystemsSafety Verification

 Unsafe set:Xu
37

[C] Murali, Trivedi & Zamani, Closure Certificates, HSCC 2024

https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519
https://arxiv.org/abs/2305.17519


B(x) ≤ 0

X

 Xu

X0

f

Barrier Certificates

Theorem: Barrier Certificates and Safety. 

1. The existence of a barrier certificate implies safety.

2. A number of methods exist for discovering barrier certificates including sum-of-square 
(SOS) relaxation, optimization, and counterexample-guided inductive synthesis, and 
machine learning.

ff

f
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Sufficient conditions for safety
B: X → ℝ

B(x) ≤ 0 for x ∈ X₀
B(x) > 0 for x ∈ Xᵤ
B(f(x)) ≤ B(x) for every x ∈ X ∖ Xᵤ

The sublevel set {x : B(x) ≤ 0} is an inductive invariant.
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Verifying Hypersafety using Barrier Certificates 

IEEE, TAC (2024).
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Opacity is the hyperproperty illustrated here; do not infer that every ∀∃ HyperLTL formula is hypersafety.
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Non-secret initial state

Secret initial state

Observation 0
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Read the displayed opacity formula with both traces ranging over initialized executions.
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∀ ∃

HyperLTL semantics
Standard ∀∃ trace semantics allows the witness to depend on the entire universal trace.
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∀ ∃

Turn-based semanticsWinning strategy for -player under turn-based semantics implies one under standard semantics.∃

The turn-based strategy supplies a sufficient witness construction; the converse need not hold.

[B] Anand, Murali, Trivedi & Zamani, IEEE TAC 2024

https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448
https://doi.org/10.1109/TAC.2024.3384448


Augmented barrier certificates (ABCs)
Idea. On the self-composition, for every state-pair with 
matching observations (safe state-pairs), -player can match 

-player’s move to keep the system in such safe states.
∃

∀
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More precisely, the certificate preserves a chosen invariant subset of state pairs with matching observations.
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X × X

Xs × X¬s

44

Certificate for initial-state opacity
B: X × X → ℝ

For every secret initial x, there is a non-secret initial y with
B(x,y) ≤ 0.

If L(x) ≠ L(y), then B(x,y) > 0.

If B(x,y) ≤ 0, then for every x′ ∈ F(x), there is y′ ∈ F(y) with
B(x′,y′) ≤ 0.

L(x) = L(y)

Here F(x) is the set of successors and L is the observation map. Each secret initial state needs at least one non-secret matching witness.
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X × X

Xs × X¬s

Augmented Barrier Certificates
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Certificate for initial-state opacity
B: X × X → ℝ

For every secret initial x, there is a non-secret initial y with
B(x,y) ≤ 0.

If L(x) ≠ L(y), then B(x,y) > 0.

If B(x,y) ≤ 0, then for every x′ ∈ F(x), there is y′ ∈ F(y)
with B(x′,y′) ≤ B(x,y).

L(x) = L(y)

Search with SOS relaxations or CEGIS; failure to find a certificate is inconclusive.

The nonincrease condition is a sufficient strengthening of invariant preservation. Synthesis failure does not refute opacity.
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Augmented barrier certificates approach is not complete.
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-player may require an arbitrary lookahead to choose his actions. 
Can we capture this long term connectivity using function certificates? 
∃

Idea. Transition-closure and Closure Certificates
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This example explains a limitation of step-by-step witness strategies. See the HyperCertificates preprint for related developments.
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Inductive Transition Invariants and Closure Certificates
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For any ,x ∈ X If ,( f(x), y) ∈ Tinv then (x, y) ∈ Tinv

210

(x, f(x)) ∈ Tinv

f f f

Inductive Transition Invariants
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T : X × X → ℝ

 T(x, f(x)) ≥ 0
 ,T( f(x), y) ≥ 0

 , and , impliesT(x0, y) ≥ 0 T(y, y′￼) ≥ 0

X

X0

 XVF

f

For all  x, y ∈ X

implies  ,T(x, y) ≥ 0

For all ,  x0 ∈ X0 y, y′￼ ∈ XVF

T(x0, y′￼) ≤ T(x0, y) − δ

Closure Certificates: Finite Visit
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Choose a fixed δ > 0. These conditions certify only finitely many visits
to XVF.

δ is a fixed positive constant. The decrease condition, together with nonnegative reachability values, rules out infinitely many visits.
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Transition invariants for opacity

Why lookahead matters

A witness trace may depend on future choices of the universally quantified trace. A step-by-step matching strategy
can therefore be too restrictive.

Research question

Can transition-closure information express the needed lookahead and support a certificate proof? Completeness
depends on the semantics and allowed certificate class.

Reading connection

Closure Certificates develops transition invariants for temporal properties. HyperCertificates (2026 preprint)
develops this direction for HyperLTL. The two results have different scopes.
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Verifying Hyperproperties using Barrier Certificates 
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IEEE, TAC (2024).
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Future Directions

Under-approximations of  transitive closure

Combine under- and over- approximations for hyperproperties

Asynchronous Hyperproperties
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Research directions from the talk. The bibliography includes a separately identified 2026 preprint on HyperLTL certificates.
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Safe and Secure CPS Fairness Specifications Legal Specifications
54
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∀p1, p2 and ∀n we have that 𝒪(p1, n) = 𝒪(p2, n)
Individuals differing only in protected features, receive equivalent outcomes.
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Historical COMPAS example. The displayed equation is one attribute-invariance requirement, not a complete definition of fairness.
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A debate over fairness semantics

Different measurements

Predictive calibration, false-positive rates, and false-negative rates evaluate different relationships between
predictions, labels, and groups.

Explicit specification

A fairness assessment must name the metric, population, threshold, and observed outcome used as the reference
label.

Interpretation

A metric violation identifies a mismatch with that specification. Its explanation and implications require additional
evidence about data and deployment.
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How to define fairness?
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Schematic testing model: attributes available to an auditor need not be direct inputs used by the deployed predictor.
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Individual fairness

Fairness through unawareness and awareness

Omitting protected attributes does not remove information carried by correlated features. Similarity-based fairness
instead requires a justified input metric and an output relation.

Attribute invariance and causal fairness

Changing a protected attribute while holding all other inputs fixed is a controlled test. A causal counterfactual
additionally requires a causal model and a decision about which descendants change.

Quantitative individual fairness

DICE uses information-theoretic quantities to measure violations of its chosen fairness specification, prioritize test
cases, and support debugging. These quantities are not universal measures of fairness.
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Group fairness: explicit metrics

Outcome rates

Let ra = Pr(Ŷ = 1 | A = a) for group a. Statistical parity difference is ra − rb. Disparate impact compares ra / rb when
rb > 0.

Error rates

Equal opportunity difference compares true-positive rates: TPRa − TPRb. Average odds difference is ½[(FPRa −
FPRb) + (TPRa − TPRb)].

Evaluation assumptions

Specify the group ordering, favorable outcome, decision threshold, and label Y. Report sample sizes and
uncertainty. Small average odds difference can conceal cancellation between error-rate gaps.
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Fairness Testing: State of the Art

Selected prior approaches, not an exhaustive survey. DICE adds quantitative testing and debugging support.
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Mitigation for Fairness/Bias Reduction

(1) Dataset (2) Training Process (3) Pre-Trained Model

Pre-processing

Post-processing

In-processing

These are intervention points. Each intervention must be evaluated against the chosen fairness metric and predictive-performance measure.
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Depth of decision-tree, #layers/neurons in DNN, choice of loss-functions

How do hyperparameters affect fairness and predictive performance?

A configuration may improve both measures in a case study. Such improvement is not guaranteed for every dataset or fairness criterion.
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Parfait-ML explores fairness and precision across configurations. Interpret empirical findings within the study’s evaluated tasks.
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How to detect bugs in a legal-critical system such as tax-preparation software? 

Absence of oracle

Lack of reliable datasets

Computationally infeasible

67

[T] Tizpaz-Niari et al., Tax software testing, ICSE-SEIS 2023

https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998
https://arxiv.org/abs/2205.04998


Legal specifications and metamorphic relations

Motivation from precedent

The analogy with similar legal cases motivates comparing related software inputs. A valid software relation still
needs an explicit rule and its conditions.

General form

If R(x, y) holds for two admissible inputs, require S(O(x), O(y)). R specifies the input relation and S specifies the
expected output relation.

Testing consequence

A violated relation supplies a candidate counterexample. Confirm the applicable rule and assumptions before
classifying it as a software defect.
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A conditional metamorphic test

A simplified deduction model

Hold income, filing status, and all other eligibility conditions fixed. Suppose the only rule change is a larger
permitted standard deduction, d₂ ≥ d₁.

Expected relation

In this model, taxable income is t(d) = max(0, I − d), so t(d₂) ≤ t(d₁). If the tax schedule τ is nondecreasing, then
τ(t(d₂)) ≤ τ(t(d₁)).

Boundary of the example

This does not imply that every older taxpayer receives a larger refund. Credits, withholding, phaseouts, and other
age-dependent rules can matter. Actual tests must use a specified tax year and complete eligibility conditions.
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Metamorphic testing and debugging of tax software

Method

Derive relations with domain experts, generate related inputs, compare outputs, and inspect counterexamples with
explanatory models.

Reported defects

The study found missing eligibility conditions and unexpected behavior near zero-valued returns. These are
findings about the studied software versions and test properties.

Student reading

Tizpaz-Niari, Monjezi, Wagner, Darian, Reed, and Trivedi. Metamorphic Testing and Debugging of Tax
Preparation Software. ICSE-SEIS 2023. The paper supplies the precise properties and experimental context.
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From Legal-Critical to Socio-Critical

“Socio-critical” describes applications whose software errors can materially affect users. The technical focus remains specification and testing.



Auditing benefits screening software

Published case study

Escher and Banovic (CSCW 2020) compared screening decisions with an independently encoded interpretation of
eligibility guidelines.

Software-testing lesson

Agreement between an implementation and its specification can be checked using generated inputs.
Disagreements require investigation of both the implementation and the reference rules.

Attribution and scope

This is related work by other researchers. The study concerns a benefits screening tool and its historical
evaluation, rather than a claim about the present behavior of a deployed system.
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Safe and Secure CPS Fairness Specifications Legal Specifications

Privacy, fairness, and legal requirements provide rich problems for specification, verification, and software
testing.



Interested in learning more or doing research on this topic?

Students are welcome to reach out to me at
ashutosh.trivedi@colorado.edu

Email subject: Re. Beyond the Bytes faculty speaker series

ashutoshtrivedi.com   ·   plv.colorado.edu

mailto:ashutosh.trivedi@colorado.edu?subject=Re.%20Beyond%20the%20Bytes%20faculty%20speaker%20series
https://ashutoshtrivedi.com
https://plv.colorado.edu


Reading guide

How to use these slides

Slides 9 and 23 introduce relations between executions. Slides 25–53 develop certificate methods. Slides 55–64
discuss fairness specifications and testing. Slides 66–72 discuss rule-based software.

Definitions and evidence

Formal fairness terms describe chosen mathematical conditions. Historical examples motivate specifications. Neither
a headline nor a metric alone supplies a complete causal explanation.

Proofs and tests

A verified certificate establishes its stated property under the model assumptions. Testing finds counterexamples but
generally cannot prove their absence.

Links and terminology

Lettered citations beneath slides link to papers. The next pages provide full titles and authors. Published titles and
technical terminology remain unchanged.
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Suggested reading order

Begin with Parfait-ML for configuration search, then DICE for quantitative testing and localization of defects. Each
paper makes its own fairness assumptions explicit.
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