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Privacy, Fairness, and Legal Requirements
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Concerns beyond differential privacy: systemic leaks
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∀s1, s2 and ∀p we have that 𝒪(s1, p) = 𝒪(s2, p)

Inputs differing only in secret values produce equivalent observations.

Non-interference
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ML modelsHistorical Data Data-driven hardware, software, or CPS

ML trained over historical data may encode and amplify discrimination and biases present in the society.
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Do we need to worry about such hypothetical scenarios?
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∀p1, p2 and ∀n we have that 𝒪(p1, n) = 𝒪(p2, n)

Individuals differing only in protected features, receive equivalent outcomes.

Individual Fairness
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US Tax 101: Manual Filing
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US Tax 101: Tax-Preparation Software

$11.2 billion industry! Free (open-source) options for low-income
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Who is responsible if your tax-preparation software is buggy?
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— Langley v. Comm'r, T.C. Memo. 2013-22

The misuse of tax preparation software, even if unintentional or accidental, is 
no defense to accuracy-related penalties under section 6662.

U.S. Code> Internal Revenue Code> Section 6662> https://casetext.com/statute/united-states-code/title-26-internal-
revenue-code/subtitle-f-procedure-and-administration/chapter-68-additions-to-the-tax-additional-amounts-and-assessable-
penalties/subchapter-a-additions-to-the-tax-and-additional-amounts/part-ii-accuracy-related-and-fraud-penalties/ 18

https://casetext.com/statute/united-states-code/title-26-internal-revenue-code/subtitle-f-procedure-and-administration/chapter-68-additions-to-the-tax-additional-amounts-and-assessable-penalties/subchapter-a-additions-to-the-tax-and-additional-amounts/part-ii-accuracy-related-and-fraud-penalties/section-6662-imposition-of-accuracy-related-penalty-on-underpayments


How to detect bugs in a legal-critical system such as tax-preparation software? 

Absence of oracle

Lack of reliable datasets

Computationally infeasible

19
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Stare decisis (let the decision stand): courts and judges should honor 
“precedent”—or the decisions, rulings, and opinions from prior cases.

Corollary. Correctness properties for legal software can 
be defined in terms of relating similar cases!

∀c1, c2 we have that (c1 ≡ c2) ⟹ 𝒪(c1) ≡ 𝒪(c2)
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Tax-Preparation Software: A Legal-Critical System
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Privacy ∀s1, s2 and ∀p we have that 𝒪(s1, p) = 𝒪(s2, p)
Inputs differing only in secret values produce equivalent observations.

Fairness
∀p1, p2 and ∀n we have that 𝒪(p1, n) = 𝒪(p2, n)

Individuals differing only in protected features, receive equivalent outcomes.

Law
∀c1, c2 we have that (c1 ≡ c2) ⟹ 𝒪(c1) ≡ 𝒪(c2)

Similar legal cases must have similar rulings.

Hyperproperties Sets of trace properties, i.e. sets of sets of executions traces of a system.
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Safe and Secure CPS Fairness Specifications Legal Specifications
24



Safe and Secure CPS IEEE, TAC (2024).

Mahathi Anand 
IST, Uni Stuttgart
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A functional certificate based approach for hyperproperty verification
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Cyber-Physical Systems26



Safety-Critical Cyber-Physical Systems
Large-scale, interconnected, heterogeneous components
Complex requirements

Powerful deduction and abstraction based approaches
Undecidability
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Security-Critical Cyber-Physical Systems
Novel attack surfaces

Rich history of security analysis 

    (Entropy, opacity, hyperproperties)

Information leakage in physical variable 

Undecidability
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Attack Model
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∀π( □ ◊ Pπ) ∧ ( □ ◊ Qπ)
Mission-Objective: The vehicle visits Parking (P) and Quay (Q) locations  infinitely often.

Security-Objective (Opacity): The intruder must not infer whether the vehicle started from a secret location.
∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼)) 30
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Problem: HyperLTL Verification

  Given a discrete-time dynamical system S and a hyperLTL  specification, decide whether 
the system satisfies the specification, i.e. 

φ
S ⊧ φ .

∀π( □ ◊ Pπ) ∧ ( □ ◊ Qπ)

∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))

Classic abstractions don’t preserve opacity

Undecidable

Opacity preserving abstractions

Deductive verification (functional certificates)

IEEE, TAC (2024). 33



Verifying CPS using functional certificates

Barrier certificates (inductive state-invariants)

Lyapunov certificates (ranking functions)

Closure certificates (inductive transition invariants)
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Verifying Safety using Barrier Certificates 
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X

X0

f

f
f

Discrete-Time Dynamical Systems
S = (X, X0, f )
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X

X0

f

f
f

 Xu

S = (X, X0, f )
Discrete-Time Dynamical SystemsSafety Verification

 Unsafe set:Xu
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B(x) ≤ 0

X

 Xu

X0

f

Barrier Certificates
The function  is a barrier certificate for , if  

  is non-positive in the initial states, i.e.,  

                           

  is positive in the unsafe states, i.e.,  

                           and 

 decreases with transitions in every safe state, i.e.,  

                          

B : X → ℝ (X, X0, f, Xu)

B

B(x) ≤ 0, for x ∈ X0,

B

B(x) > 0, for x ∈ Xu,

B

B( f(x) ≤ B(x) for all x ∈ X∖Xu .

Theorem: Barrier Certificates and Safety. 

1. The existence of a barrier certificate implies safety.

2. A number of methods exist for discovering barrier certificates including sum-of-square 
(SOS) relaxation, optimization, and counterexample-guided inductive synthesis, and 
machine learning.

ff

f

“Level-0 set of barrier functions characterize inductive state-invariants.”
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Verifying Hypersafety using Barrier Certificates 

IEEE, TAC (2024).

∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))
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X

X0

∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))

Non-secret initial state

Secret initial state

Observation 0

Observation 1
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∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))
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∀ ∃

HyperLTL semantics



∀π∃π′￼((𝙸𝚗𝚒𝚝π ∧ 𝙸𝚗𝚒𝚝π′￼∧ 𝚂𝚎𝚌𝚛𝚎𝚝π) ⟹ ¬𝚂𝚎𝚌𝚛𝚎𝚝π′￼∧ G(𝒪π ⟺ 𝒪π′￼))

X

X0

X

X0
0

1

0

1

0

0

1

1

0

0

∀ ∃

Turn-based semanticsWinning strategy for -player under turn-based semantics implies one under standard semantics.∃



Augmented barrier certificates (ABCs)
Idea. On the self-composition, for every state-pair with 
matching observations (safe state-pairs), -player can match 

-player’s move to keep the system in such safe states.
∃

∀
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B : X × X → ℝ

,B(x, y) ≤ 0

For all ,  ,x ∈ Xs y ∈ X¬s
X × X

Xs × X¬s

L(x) = L(x′￼)
For all , x, y ∈ X

,B(x, y) > 0

For all , ,  x, y ∈ X x′￼ ∈ f(x)

.(B(x, y) ≤ 0) ⟹ (B(x′￼, y′￼) ≤ 0)
there exists   y′￼ ∈ f(y)

where ,L(x) = L(y)

where ,L(x) ≠ L(y)
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Use SOS (conservative) or CEGIS (expensive)

B : X × X → ℝ

,B(x, y) ≤ 0

For all ,  ,x ∈ Xs y ∈ X¬s

For all , x, y ∈ X

,B(x, y) > 0

For all , ,  x, x ∈ X x′￼ ∈ f(x)

.B(x′￼, y′￼) ≤ B(x, y)

there exists   y′￼ ∈ f(y)

where ,L(x) = L(y)

where ,L(x) ≠ L(y)

X × X

Xs × X¬s

L(x) = L(x′￼)

Augmented Barrier Certificates

45



Augmented barrier certificates approach is not complete.
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-player may require an arbitrary lookahead to choose his actions. 
Can we capture this long term connectivity using function certificates? 
∃

Idea. Transition-closure and Closure Certificates

46



Inductive Transition Invariants and Closure Certificates
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For any ,x ∈ X If ,( f(x), y) ∈ Tinv then (x, y) ∈ Tinv

210

(x, f(x)) ∈ Tinv

f f f

Inductive Transition Invariants

48



T : X × X → ℝ

 T(x, f(x)) ≥ 0
 ,T( f(x), y) ≥ 0

 , and , impliesT(x0, y) ≥ 0 T(y, y′￼) ≥ 0

X

X0

 XVF

f

For all  x, y ∈ X

implies  ,T(x, y) ≥ 0

For all ,  x0 ∈ X0 y, y′￼ ∈ XVF

T(x0, y′￼) ≤ T(x0, y) − δ

Closure Certificates: Finite Visit
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Relatively complete?
X

X0

If  player depends on arbitrary lookahead yes∃

If  player depends on -lookahead - unknown∃ ω

Transition Invariants for Opacity
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Verifying Hyperproperties using Barrier Certificates 

51



IEEE, TAC (2024).
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Future Directions

Under-approximations of  transitive closure

Combine under- and over- approximations for hyperproperties

Asynchronous Hyperproperties
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Safe and Secure CPS Fairness Specifications Legal Specifications
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∀p1, p2 and ∀n we have that 𝒪(p1, n) = 𝒪(p2, n)
Individuals differing only in protected features, receive equivalent outcomes.

56



A debate over fairness semantics

57



How to define fairness?
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How to define fairness?

Individual Fairness: 
 Fairness through unawareness (FTU):  

 Masking protected attributes during training 
 Correlation of protected attributes with non-protected ones (race and zip-code)) 

 Fairness through awareness (FTA): 
 Example: “ Two individuals with similar qualifications should receive similar outcomes.” 
  

 Measuring qualification is hard! 
 Causal Fairness: 

 Assuming everything else stays the same, changing a protected attribute shouldn’t change outcome. 
  

 Such counterfactuals may be unrealistic and conservative.

∀x, y (Qualificationx ≡ Qualificationx) ⟹ Predx ≡ Predy .

∀x, y (x ≡Sex,Race y) ⟹ Predx ≡ Predy .

59



How to define fairness?

Group Fairness: Requires the statistics of outcomes for two groups to remain similar.  
 Statistical parity difference 

 Difference in probability of favorable outcomes between privileged and under-privileged groups. 
 Disparate Impact: 

 the ratio in the probability of favorable outcomes between the unprivileged and privileged groups. 
Equal Opportunity Difference (EOD): 

Difference between true-positive rates of different groups 
Average Odd Difference (AOD): 

 The average of difference between false positive rates and true positive rates between two groups.
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State of the art: Fairness Testing and Mitigation
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Can we improve fairness without compromising on accuracy?
Hyperparameters

62
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Safe and Secure CPS Fairness Specifications Legal Specifications
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How to detect bugs in a legal-critical system such as tax-preparation software? 

Absence of oracle

Lack of reliable datasets

Computationally infeasible

66



Stare decisis (let the decision stand): courts and judges should honor 
“precedent”—or the decisions, rulings, and opinions from prior cases.

Corollary. Correctness properties for legal software can 
be defined in terms of relating similar cases!

∀c1, c2 we have that (c1 ≡ c2) ⟹ 𝒪(c1) ≡ 𝒪(c2)

67



Metamorphic Testing

sin(x) = sin(π − x)

68



A senior (over age of 65) must receive similar or better tax benefits 
when compared to a person without the seniority who is similar in 
every other aspect (due to higher standard deductions for seniors).

∀x, y((x ≡age y) ∧ (x . age ≥ 65) ∧ (y . age < 65)) ⟹ ℱ(x) ≥ ℱ(y) .

69
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Safe and Secure CPS Fairness Specifications Legal Specifications
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